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GhidraZ A > XA F—IJILL, EBEDITI 71 IZHFEHAAH, —BAD/NRILAIC MG HAEE Satlor
KPREREINDB

[ EoN ] CodeBrowser: test:/hello
File Edit Analysis Craph Navigation Search Select Tools Window Help

H & =»- PRBPRD JIDULFEVE:- @49 oo vEa@mc..

oB¢ =~ @

ETMS e ™ x i (8] W B @ El- x Decompile: main - (hello) G WO @ x
TGN UGS T LIEU 1T GGy | 7 1
Thunked-Function: register_tm_clones N N .
hello - 2 defined8 d
bss undef ined AL:1 <RETURN> i nain{vold)
: frame_dummy XREF[3]: .
.data
. 5| puts("Hello World!");
6 't 9;
dynamic 09101140 13 Of le fa  ENDBRG4 o Mok
fini_array 00101144 9 77 ff JMP register_tm_clones 8
.nit_array Tt ff
.eh_frame

b feamn bde

undefined main()
EI Tree b ® x undefined AL:1 <RETURN>

» F _ libc_esu_init main XREF[4] :
» f_fini
» F_init |
» ¥ _TM_deregistertm 0 | T 20101149 3 of le fa ENDBR64
» ¥ _ITM_registerTMClc 8910114d 55 PUSH RBP
» F _start 00810114e 48 89 e5 MOV RBP, RSP
» § deregister_tm_clom 80101151 48 8d 3d LEA ADT, [s_Hello_World!_08102084]
» ¥ frame_dummy ac Ge 00 00
» § FUN_00101020 00101158 e8 f3 fe CALL <EXTERNAL>: :puts
» f n| T ff
- 0010115d b8 08 08 MOV EAX, 8X8
00 00
Filter: 8 20101162 5d POP RBP
80101163 <3 RET
00101164 66 77 66h
Ba'l\rpe Ensger |~ X 00101165 2e 7 26h .
- - i N[ 20101166 Of 7 aFh
00101167 1f 7 1Fh
00101168 84 7 8ah
8 Data Types ARTATTRD BB 27 aah
» @ BuiltinTypes

= Ceomseosames Y
» i generic_clib_64

[ Filter: E]

@| 00101149 main ENDBR64 [
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Ghidrazf X +—IJLL, EEEDI 7T Il %
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puts("Hello World!");

LK ] CodeBrowser: test:/hello
File Edit Analysis Graph Navigation Search Select Tools Window Help
H &= BPREFD JIDULFEYE- @@ oo JEIOBHGLO0BS I3~ @
[Program Trees ., 7 ™ [ Usting: hello [EHDEGEI EEET | 0ccompile: main - (hello)
THGNR UTE T TE0 1T G oy T
Thunked-Function: register_tm_clones
¥ (57 hello ndefined ALl RETURD. undefined8 main(void)

.got
.dynamic
fini_array
init_array

.eh_frame
b framan hde

=

Tree

libe_csu_init
_fini
_init
_ITM_deregisterTM
_ITM_registerTMClc
_start
deregister_tm_clor
frame_dummy
FUN_00101020

main

YYvrvyrvvvywyy

3 oy o By s Rl o

Filter:

«

&) Data Type Manager ~ X
s e W

@+

A8 Data Types
» @ BuillinTypes

00101140 f3 of
09101144 €9 77
ff ff

undef ined

20101149
0010114d
0010114e
00191151

09101158

0019115d

00101162
00101163
09101164
00101165
00191166
00101167
00101168

aa1a1180

1e fa
ff

1e fa

es
3d
e 8o
fe

frame_dunmy XREF [3]:

puts("Hello World

return 0;

ENDBRG4

P ¥

register_tm_clones

S SR —
* FUNCTION
e

undefined main()

AL:1 <RETURN>
main XREF [4]:
ENDBR64
PUSH REP
MoV :
LEA RDI, [s_Hello_World!_28102004] I
CALL <EXTERNAL>: :puts
MoV EAX, 0x8
POP RBP
RET
7”7 66h f
" 2Eh
7 oFh
k4 1Fh
” 84h
22 adh

» [Eohello
» B generic_clib_64

Filter:

Ccomle-sepmg

adx

@

00101149 main ENDBR64

a5 20255 Hpj#E(HZEF - SECCON Beginners CTFfIiE &



FnEfREODI—I

Ghidraz 1> X l‘—)LL, *EE@77‘()LEE}%&5A7}, —ﬁEd)l\"*)Lmt: puts("Hello World!");

BHRREINDB
Decompile: main - (hello) ¥ N BT X

undefined8 main(void)

{
puts("Hello World!");
return 0;

~SNo ks W=

}
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1. Ghidraz1 > X +—=)l
1-1. Mac (Intel & Arm)
1-2. Windows
1-3. Linux

2. 1BED I 71\ Z2HAL
3. " BRDNRIADR T ZHHERT

Reversing:&®: 20255 FEai#{E&E#l - SECCON Beginners CTFHIER



1-1. MacTGhidraz1 > XA F—Jl

1-1-1. Homebrew®d® 1 > X +F=IJlL
1-1-2. terumin®D1 > X F—=IJL
1-1-3. Ghidra®1 > X k—=IJL
1-1-5. GhidradD#CE)

(Maclc2DWTIZ2022F9AKF A TArm#ZE, « IntelBHEBE S5 THRZED A ETGhidraz1r X bk
=)L - RITTEET. BLAEFLLWVWESIEGhidrad 2R FF a2 X2 |k Installation Guide Z 88
LTLSEEE W)
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https://htmlpreview.github.io/?https://github.com/NationalSecurityAgency/ghidra/blob/stable/GhidraDocs/InstallationGuide.html

1-1-1. Homebrew® 1 > X b—JL - Mac

https://brew.sh/index_ja® T4 > XA =Ll DAY F%ZE—L, —ZFILICEED(FIF T
IVA—X—%BLET

A FEITE, I TERGTITIVEDHBI3AVVEDREI—ZFILICRTINB3DT, ERICHKE-ST
FDIAXRF&ZIE—L, 2—=FI)LICEDODFIFITIOR—F—%2LZFT

TSI FE2—SFLTEFL, UTO&S3HRR(N-—Sa v ESPERRELS
CEhBB)BHNES VA F—LETTE

S brew --version

Homebrew 4.4.17
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1-1-2. terumin®1 > X ;F=JL - Mac
DR T e IY Y F 24— FILTRITL, teruminEr XA r—ILLET
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1-1-3. Ghidra®1 > X ;F—JL - Mac
RS v F 22— FILTRTL, ghidraZ1 X F=IILLET
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1-1-5. Ghidra®i2E) - Mac
ghidrarun RESTANE RS

Reversing

Welcome To Ghidra

Version 10.1.5
Build PUBLIC
2022-)Jul-26 1543 EDT
Java Version 18.0.2.1

Licensed under the Apache License, Version 2.0 (the "License"); Unless
required by applicable law or agreed to in writing, software distributed
under the License is distributed on an "AS IS" BASIS, WITHOUT WARRANTIES
OR CONDITIONS OF ANY KIND, either express or implied. See the License
for the specific language governing permissions and limitations under the
License.

This program also includes third party components which have licenses
other than Apache 2.0. See the LICENSE.txt file for details.

Creating front end tool...
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-2.WindowsTGhidraz1 X b=l

-1. OpenJDKD1T VX k=)L
. Ghidrao4# o >O—Fk

. Ghidra® 7 7 1 LD #EE
. Ghidra®iZ &)

NNNN
-th
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1-2-1. OpenJDK®D1T > X F—IJL - Windows

https://adoptium.net/temurin/releases/ h5Windows x64Rl(FVersion 11D JDKDmsi-1 >
A=—5—%4o>O0—FLZET

D {) Latest Releases | Adoptium x +

= (@] () https://adoptium.net/temu

Eclipse Temurin is the open source Java SE build based upon OpenJDK.
Temurin is available for a wide range of platforms and Java SE versions.

x The latest releases recommended for use in production are listed below,
and are regularly updated and supported by the Adoptium community.

TEMURIN Migration help, container images and package installation guides are
by ADOPTIVM available in the documentation section. You can read the Release Notes

for each version thanks to our friends at Foojay.io!

Use the drop-down boxes below to filter the list of current releases.

Operating System Architecture Package Type Version
Windows v x64 v JDK v 1 v

JDK - 175 MB
Checksum

Checksum

jdk-11.0.16.1+1
Temurin O Windows x64

Change Language ~ S

»

21:50

= 2 = ©®& m x> QO AODE R i %)
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https://adoptium.net/temurin/releases/

1-2-1. OpenJDKD1 > X =)L - Windows
AooO0—KLEmsiZrA IV zZd 7V oVy o TEEEBIL, 1XAF=ILET
@

i Eclipse Temurin JDK with Hotspot 11.0.16.1+1 (x64) 757 = X

Eclipse Temurin JDK with Hotspot
11.0.16.1+1 (x64) BYPYT 21— FALS

(i =1 T, Eclipse Temurin JDK with Hotspot
) BV -B—eAVAR LT, T3
2N b YT O —FEETIBIEE. [
R

ADOPTIUM

E2(8) oot

[ 1]
el
o

€ = & # R

2022/09/10
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1-2-1. OpenJDKD1 > X =)L - Windows
cNTIDKDT A= TLELE
b

i Eclipse Temurin JDK with Hotspot 11.0.16.1+1 (x64) £y k737 =

Eclipse Temurin JDK with Hotspot
11.0.16.141 (x64) £y PyT ¥~ khise
TLELE

TORTVT D - EE T TR [FRT 1MV EDUMLET,

A

ADOPTIUM

E4() ot

[ 1]
el
o

H © wW & @ e,

2022/09/10
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1-2-2. Ghidrad4 ™~ >O—F - Windows

https://github.com/NationalSecurityAgency/ghidra/releases Z 7SO TRHERHD/N
=20V WA A B chidra_</\—'3 >>_PUBLIC_<Hf> . zip ks w2 = bl O K-

Ghldra 10 1 5 'I Latest j.

e What's New

* Change History

 Installation Guide

* SHA-256: 17db4ba7d411d11b00d1638f163ab5d61ef38712cd68e462eb8c855ec5cfb5ed

v Assets 3
@ ghidra_10.1.5_PUBLIC_20220726.zip _ 328 MB 27 Jul 2022
[?) Source code (zip) 27 Jul 2022
[) source code (tar.gz) 27 Jul 2022

® k60 @6 # 20 @24 10 06 86peoplereacted
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https://github.com/NationalSecurityAgency/ghidra/releases

¥ s BB F90-K
Rl - A mm ERIANS-Y-L

1-2-3. Ghidra® 7 71T LD #EEE - Windows
Ao>oO—KLEE7274 V2520 vy oL,

U e SSADTIE- x = T HLWTATL - @ TmC- Hy~wE
. [ ¥a- bhy OB L] . 1 va-rhvh - p— SERRR
J495 P ¥~ BEY{H BE#E % HIR  BE #FLW Jostye =T SRR RS
[YyEHTE % owERY T oZE A T eEE B EROyER
JYyTh-F =3 i B ER
« v 1~ & > pC > HIUD-F v 0 L I9n-FogR
[ =& EHHE 11
# 7199 TIER BE<0)
vERe HLN RO TRLE)
OneDrive - Osaka Universi 5 e )
@ OneDrive - Osaka University i ghidra 1015 PUBLIC 2022072 ¢ gy wsts FEE (zip Fot) TN -
@ OneDrive - Personal j@ OpenJDK11U-jdk_x64_windows Windows /YA k=5 /(..
FARTEEM)..
=pC 7-Zip
B3DATIIIH CRC SHA
¥ ¥9v0-F 25—+ AZ1-[CEVBHTS
W FAThT Ea Microsoft Defender TAFY>d5...

Berr
b z-9v5
£90-0b T4RY (C)

@ ryb0-7

2EMEE 1 EQESEER 328 MB

& #E
TOISLHBEIH)...

TIUREFFAITH(G)
LEI0/-J 3 DETV)

%B(N)

YIUERYM
JE-(©)

3-thY hOTERL(S)
)
BHOEEM)

FOIT4(R)

H £ = o B R o
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1-2-3. Ghidra® 7 7 T LD R - Windows

'BE) 20Uy LET
b

i EE QP #R) 71 5-0RE

BREDERITIIORER

RTEICEMANE TPV ERTTB(H)

*even

, 2155
L AL )

..
o
s
o
-
i

ReversingsE®: 20255 HajfE{HE ¥ - SECCON Beginners CTFfIE R



1-2-4. Ghidra®i2&) - Windows

BRALEZANWHEDh®D Tghidrarun.baty #2Uv o LGhidraziE#L £

U W SCADIE- B HLWTATL
[F] ¥3-thy bOBSUA ] ya-thvk -
9497 P2 - WYHG BE%E =% #iLl
CEVEHTS % IYERY OEE  TAIH-
Iy T-K #1
« v » PC » §9v0-F » ghidra_10.1.5 PUBLIC 20220726 » ghidra 10.1.5 PUBLIC
O #&# BHOE
& 91490 TR
docs 2022/09/10 21:55
@ OneDrive - Osaka University Extensions 2022/09/10 21:55
@ OneDrive - Personal Ghidra 2022/09/10 21:57
GPL 2022/09/10 21:55
|rc licenses 2022/09/10 21:55
B30 ATIIIH server 2022/09/10 21:55
¥ 9v0-F support 2022/09/10 21:55
B Uiy [ ghidraRun 2022/09/10 21:55
(%] ghidraRun.bat 2022/09/10 21:55
[ LICENSE 2022/09/10 21:55
b 23-990
O-hlb T4 (C)
@ xybD-7
10BOHEE 1 EOESEER 344 MF
3 2 8 o BN

=

tH 5 7TV =Y3Y Y-l

C¥Users¥hirok¥Downloads¥ghidra_10.1.5_PUBLIC_20220726¥ghidra_10.1.5_PUBLIC

@ mEc - HINGE
s BRRE

Joistr4 RO
R EE HEROYVER
B< 2R

v 0 L ghidra_10.1.5_PUBLICDI&TR

=21 H#AX

I74 )b TANA -
T4 TN~
T4k TS~
T4 TN~
T4k TS~
74 TANT -
T4k TS~
Pyt

Windows /{yF 771 )b
pratls
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1- 2 -4. Ghidra®i2®) - Windows

(i£=) C CTWindows DefenderB D7 Y FIAIAY 7 b HEMZ T35S HD ETH, B
mODEAICHE>TRITZHRITLET

M os =2
P . #E w=m 7IUT-vav v @
h W JSAQIE- =] = B HLWTATL Y A - HHo~TmiR
B = v ”
J = 7] 33—y bOBEY S * x _ﬁ 1] ¥3a-rhyk-~ J S = ERER
9499 POLA I¥- YT BH

CEvBe93 & GIVEY

. Windows [C&D T PC HMRESNhEU
€« v 1 » PC » #9v0-F » ghidra_10.1.5_ PUBLI{ t—: LICOIR=R
O &

M0 77RA doce Microsoft Defender SmartScreen (32854 VRN U OfE#E1E L ek

@ OneDrive - Osaka University Extensions Ulze SOFPTVRRITTDE. PCHERICEDEND0IREMH B D E

@ OneDrive - Personal Ghidra 73»0

GPL SHMISER
|pC licenses
CEDEwMAvIS server

¥ sovn-F support
W FATT || ghidraRun KB
& Bxaxvk [“I[=] ghidraRun.bat B
= vrFv | ] LICENSE KB
B s
b 23995

£50-hlb T427 (C)

@ xybI-7 RiTLEBN

10EOEE 1 BOESERR 344 Sk =

H o B8 © BN S SOE@IA S O

2022/09/10
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1- 2 -4. Ghidra®i2®) - Windows

(Windows Defenderdifs, TEF#lE#EHRI 20V v o958 T IEF71 RE2HBHTLSSZ3DTC
nhzoUyoLE7)

Bms =
Won HEA RE 7TUT-VAY V- L]
5 W JSADIE- 2 = T #HLWTAF4 ~ R - HHIRTER
g & v .
J = 7] 33—y bOBEY S * x _ﬁ 1] ¥3a-rhyk-~ J S = ERER
94997 7oA A¥- BRI 7]
CEVB$HT3 HIYERY
% SYERY . - S
ey Windows [C&D T PC HMREESNhEL
. YO-F ; = cotes
« 1 > PC > #9Y0-F s ghidra_10.1.5_PUBLI 7:_ Lico)
O &=
% 23T 7IER doce Microsoft Defender SmartScreen (&8s A72 7 U e {=11E L &
@ OneDrive - Osaka University Extensions Ulze SOFPTVRRITTDE. PCHERICEDEND0IREMH B D E
@ OneDrive - Personal Ghidra EE
GPL
W pC 77JU: ghidraRun.bat
licenses P e
FEDE MV corver Fi1m: AR T
¥ g9vn-K support
= Sl || ghidraRun ko
5 Exaxvr [“I[=] ghidraRun.bat B
= o5y [ ucense @
B s
b z-99
45 0-1)b 7427 (C)
@ 2uko-y SELEL
0EVES 1 EOESEER 344 K1+ -
- 21:58
= o= O W T ~ Q) A [

2022/09/10
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1- 2 -4. Ghidradi2®) - Windows

User

Reversing

AreementhHRERENB3DT Ml Agrees1 Z02UyILET

Ghidra User Agreement

Licensed under the Apache License, Version 2.0 (the "License"); Unless required by applicable law or agreed to in
writing, software distributed under the License is distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR
CONDITIONS OF ANY KIND. either express or implied. See the License for the specific language governing
permissions and limitations under the License.

As a software reverse engineering (SRE) framework, Ghidra is designed solely to facilitate lawful SRE activities.
You should always ensure that any SRE activities in which you engage are permissible as computer software
may be protected under governing law (e.g., copyright) or under an applicable licensing agreement. In making
Ghidra available for public use, the National Security Agency does not condone or encourage any improper
usage of Ghidra. Consistent with the Apache 2.0 license under which Ghidra has been made available, you are
solely responsible for determining the appropriateness of using or redistributing Ghidra.

L2 H © W 3 P A~ T ) A

A% 20255 Hpi#E(HEF - SECCON Beginners CTFf1iE R

2B
2022/09/10

(5]

22



1- 2 -4. Ghidra®i2®) - Windows
Ghidrah'EEEI L £ L 7

€Y BEID =4H
Q& @ al
Welcome to Ghidra Help File Edit Project Tools Help )
® Introduction -
Getting Started LERE R LIRS
Ghidra Projects Tool Chest Kk
?mf’ams Active Project: NO ACTIVE PROJECT ety
ools
Ghidra Functiorality || 7 NO ACTIVE PROJECT
Support of
Undo/Rede i s may
Glossary @) Tip of the Day X ous
What's New
Tirs of the Day
Apperdix Did you know... des to
L 7]
a
In sortable tables you can sort on multiple columns by
clicking on a column and then Control-clicking additional
columns
5.0n S tartun;
s of
Clle=s hing
Filter )|
Tree View able View
Rurning Teols: INACTIVE
v
| =
- 2B
=0 5.0 MmO D AT A !

2022/09/10
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1-3. Linux CGhidraz 1> X k=L
1-3-1. OpenJDKD1 X =L

1-3-2. Ghidra4# o >O—FK

1-3-3. Ghidra® 7 7 1 L D&

1-3-4. GhidraD#cE)
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1-3-1. OpenJDK®D A1 > X +=]JL - Linux
PEEE YR <.io apt updateflsudo apt install -y defaute—jakEESARLEEEY RS ZE 1M

OpenJDKZEA VA F—=ILLET

PYEEEET OV R4 — S FLTERL, UFOLSERR(N—Ya v EBEPAMRRESES
CEDBB)BHNES VA F—LRTTE

$ java --version
openjdk 11.0.16 2022-07-19

OpenJDK Runtime Environment (build 11.0.16+8-post-Ubuntu-Oubuntul20.04)
OpenJDK 64-Bit Server VM (build 11.0.16+8-post-Ubuntu-0Oubuntul20.04, mixed mode)

Reversingi8s 20255 Eai%HHEFl - SECCON Beginners CTFillER 25



1-3-2. Ghidra®d 4~ >O—F - Linux

https://github.com/NationalSecurityAgency/ghidra/releases Z 7SO TRHERHD/N
=0V WA A O chidra_</\—< 3 >>_PUBLIC_<Hf>. zip k4= Eall Ul OF- 32

Ghidra10.1.5 (=

e What's New

* Change History

 Installation Guide

* SHA-256: 17db4ba7d411d11b00d1638f163ab5d61ef38712cd68e462eb8c855ec5cfb5ed

v Assets 3
@ ghidra_10.1.5_PUBLIC_20220726.zip _ 328 MB 27 Jul 2022
() source code (zip) 27 Jul 2022
[) source code (tar.gz) 27 Jul 2022

® k60 @6 # 20 @24 10 06 86peoplereacted
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https://github.com/NationalSecurityAgency/ghidra/releases

1-3-3. Ghidra® 7 7 1 JLD#E - Linux
—SFATI7ALEBHL, MBIV RTRRALET

mv ~/Downloads/ghidra_10.1.5_PUBLIC_20220726.zip ~/Documents

cd ~/Documents
unzip ghidra_10.1.5_PUBLIC_20220726.z1p

ReversingiB®: 2025F Efi#¥{EE ¥ - SECCON Beginners CTFfIEE
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1-3-4. Ghidra®#28) - Linux
—SFLTRRELETFALY MBS L IR CRGLET

$ cd ~/Documents/
$ cd ghidra_10.1.5_PUBLIC/
$ ./ghidraRun

Version 10.1.5

Build PUBLIC
2022-)ul-26 1543 EDT
Java Version 18.0.2.1

Creating front end tool...

Reversingiss 20255 SHai#{m&E !l - SECCON Beginners CTFf#IsE R
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2.l 8EDT 71 I & &5iHAL

2-1. 727D >O—FK
2-2. GhidraTOFR 7O T 7 FDIERRE 7 71T IIL DA IAH
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2-1. 771 DAY>O—FK

https://github.com/hil120ki/ctf4b-2022-testbin/raw/main/hello DO N1 FVZEZF o > O—
FLET

(S = R T 3ELF 7 7 1L TT)

$ file hello

hello: ELF 64-bit LSB pie executable, x86-64,

version 1 (SYSV), dynamically linked,

interpreter /1ib64/1d-1inux-x86-64.s0.2,
BuildID[shal]=052027a0a045abf419a7¢c865f9f0224ee798365a,
for GNU/Linux 3.2.0, not stripped

S md5sum hello
2ca3e453fblaa®lf28aa7aa8a®c97dda

S sha256 hello
726958e877bfcb®f99dacbd83ccc595772eecba509211b37069ac39a0e316c95

- -, v = ;= \J » = 74



https://github.com/hi120ki/ctf4b-2022-testbin/raw/main/hello

2-2-1. f2E#%File>New Project% %R

Delete Project...

Archive Current Project...
Restore Project...

Configure...
Install Extensions...

Import File... I
Batch Import...
Open File System... 8l

Export Program... (0]

Exit Ghidra

IFiIter: |

| JON ) Ghidra: NO ACTIVE PROJECT
F Edit Project Tools Help
New Project... &N
Open Project... ¥0
Reopen >
¢ B
Close Project ®BW
Save Project &S

'M Table View

Funning Tools: INACTIVE

Reversingi#® 20255 Haj#(EEF - SECCON Beginners CTF#I3E R
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-2. Non-shared project%i#iR

_:5 | Select Project Type °

© Non-Shared Project

" Shared Project

<< Back _ Finish
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2-2-3. @& % Project Directory X Project Name%Z A /]

| NON ) New Project

| g Select Project Location @

Project Directory: /Users/hiroki/ghidra_prj

Project Name: ctf4b-2022

<< Back Next >> _ Cancel
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2-2-4, Tool ChestD# gD 7r Ao Vv 9

L JON )

Ghidra: ctf4b-2022

File Edit Project Tools Help

LERER AIRS

Tool Chest

- ik

~Active Project: ctf4b-2022
[ ctfab-2022
Filter: 2
'M Table View
Running Tools
Workspace
ICreating project: /Users/hiroki/ghidra_prj/ctf4b-2022
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#IW Edit Analysis Graph Navigati Search Select Tools Window Help
Open... %ot JIDULFREYB- @@ oo /VJREYOBGLOBOOEN @

Close %0
i Listing BB S EU @

Close Others % |

Close All

0 & @vx

1| [No Function

Save All
Save As...
Save File 8S

Batch Import.
Open File System... 3l
Add To Program...

Export Program... [0}

I Ll

Load PDB File...

x

Parse C Source...

Print... P
Page Setup... q

Configure..

Save Tool
Save Tool As...
Export >

Close Tool

Exit Ghidra

- u- )

i Data Types
» # BuilinTypes

e
@
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File name: ‘hello

Type: { All Files (*.%)

[ Select File To Import ] [ Cancel

& Hui#{EEF - SECCON Beginners CTFfllss




2-2-5. File=Import Fileh 5EH /N1 F % :ER

® ® Import /Users/hiroki/Downloads/hello

Format: Executable and Linking Format (ELF) a (1) ‘

Language: x86:LE:64:default:gcc
Destination Folder: ctf4b-2022:/

Program Name: hello

WG Conce

Options...
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2-2-6. Fanalyze now?] [CYes

N BON Analyze

hello has not been analyzed. Would you like to analyze it now?

Ew
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2-2-7. Analysis Optionid5 7 #JL b TOK

[ JON
Analyzers
Enabled |Ana|yzer
Aggressive Instruction Finder (Prototype)
Apply Data Archives
ASCII Strings
Call Convention ID
Call-Fixup Installer
Condense Filler Bytes (Prototype)
Create Address Tables
Data Reference
Decompiler Parameter ID
Decompiler Switch Analysis
Demangler GNU
Disassemble Entry Points
DWARF
ELF Scalar Operand References
Embedded Media
External Entry References
Function ID
Function Start Search
Select All Deselect All Reset Save...
Standard Defaults B Delete
_ Analyze

Analysis Options

Description

Options

Cancel Apply
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2-2-8. k&

DEAFRDSymbol Tree®Functions% ER L main%Z #EIR

[ XON ) CodeBrowser: ctf4b-online-2022:/only_read

File Edit Analysis Graph Navigation Search Select Tools Window Help

B &= BBED JIDULFRVYE: @49 oo VEIODGLO0BOOEBs @

ram Trees =2 4l = Listing: only_read LY i) |Q— Bl @ G- x ipiler k73 B &~ x
=1 1/ 1| |No Function
v [E¥ only_read // segment_2.1
El bss // Loadable segment [@x0 - 0x68f]
_data // ram:00100000-ram: 00100317
oot DF = 0x0 //(D fault)
: assume DF = Ox efau
~dynamic 2] 00100000 77 45 4c E1f64_Ehdr =
fini_array 46 02 01
.init_array 01 00 00 ... I
.eh_frame 00100000 7f db 7Fh e_ident_magi. H
.eh_frame_hdr 00100001 45 4c 46 ds “ELF" e_ident_magi...
.rodata 00100004 02 db 2h e_ident_class
00100005 01 db 1h e_ident_data
|_Program Tree x 00100006 01 db 1h e_ident_vers...
00100007 00 db oh e_ident_osabi
Bl ree 00100008 00 dh[ : oh e_ident_abiv...
00100009 00 00 00 00 00 db[7 e_ident_pad
> (S Imports 00 00 - P
> D Exports 00100010 03 00 dw 3h e_type
» [ Functions 00100012 3e 00 dw 3Eh e_machine
> [ Labels 00100014 01 00 00 00 ddw 1h e_version
> [ Classes 00100018 a0 10 00 00 00 dq _start e_entry
» [={) Namespaces 00 00 00
00100020 40 00 00 00 00 dq E1f64_Phdr_ARRAY_00100... e_phoff
00 00 00
00100028 48 3a 00 00 00 dq E1f64_Shdr_ARRAY__elfS... e_shoff
00 00 00
00100030 00 00 00 00  ddw oh e_flags
00100034 40 00 dw 40h e_ehsize
Filter: 2 00100036 38 00 dw 38h e_phentsize
00100038 0d 00 dw Dh e_phnum
00100032 40 00 dw 40h e_shentsize
a Type Manager v X 0010003c 1f 00 dw 1Fh e_shnum
== - (N 0010003e le 00 dw 1Eh e_shstrndx
48 .Data Types E1f64_Phdr_ARRAY_00100040 XREF[2]: 00100020 (%), 00100050 ()
> @ BuiltinTypes 00100040 06 00 00 E1f64_Ph... PT_PHDR — Program header
» B %only_read
» @ generic_clib_64 =
ERARS
Filter: &2
@| 00100000 ]
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2-2-8. EDEARDSYymbol Tree®Functions% ER L main

Search Select Tools

CodeBrowser: ctf4b-online-2022:/only_read

Window Help

&R

File Edit Analysis Graph Navigation

|
‘ ram Trees

== - BPBEPD JIDULFRYB-

@4h oo VREYEBGLO0OBOOEs @

AD & Fr X piler 5 B @~ x
/1 1] [No Function
v (¥ only_read // segment_2.1
B bss // Loadable segment [0x0 - 0x68f]
.data // ram:00100000-ram:00100317
oot DF = @ 0//(0 fault)
’ assume DF = Ox efau
dymamic =] 00100000 7f 45 4c E1f64_Ehdr -
fini_array 46 02 01
init_array 01 00 00 ... I
-eh_frame 00100000 7f db 7Fh e_ident_magi... H
.eh_frame_hdr 00100001 45 4c 46 ds “ELF" e_ident_magi...
.rodata 00100004 02 db 2h e_ident_class
00100005 01 db 1h e_ident_data
00100006 01 db 1h e_ident_vers...
00100007 00 db oh e_ident_osabi
00100008 00 db oh e_ident_abiv...
& 00100009 00 00 00 00 00 db[7] e_ident_pad
00 00
Exports 00100010 03 00 dw 3h e_type
Functions 00100012 3e 00 dw 3Eh e_machine
Labels 00100014 01 00 00 00 ddw 1h e_version
00100018 a@ 10 00 00 00 dq _start e_entry
00 00 00
00100020 40 00 00 00 00 dq E1f64_Phdr_ARRAY_00100... e_phoff
00 20 00 ==
00100028 48 3a 00 00 00 dq E1f64_Shdr_ARRAY__elfS... e_shoff o
00 00 00
00100030 00 00 00 00  ddw oh e_flags
00100034 40 00 dw 40h e_ehsize
00100036 38 00 dw 38h e_phentsize
00100038 0d 00 dw Dh e_phnum
0010003a 40 00 dw 40h e_shentsize
0010003c 1f 00 dw 1Fh e_shnum
0010003e le 00 dw 1Eh e_shstrndx
£ Data Types ELf64_Phdr_ARRAY_00100040 XREF[2]: 00100020 (%), 00100050 (%)
> @ BuiltinTypes 00100040 06 00 00 ELf64_Ph... PT_PHDR - Program header
» [P %only_read
» # generic_clib_64
adx
Filter: 2
@ 00100000 [~
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2-2-8. EDEAHRDSYymbol Tree®Functions% ER L main%Z #E3R

E
b [Cls Imports
» [ Exports
v [ Functions
» f _ do_global_dtors_aux
> __gmon_start__
» f _libc_csu_fini
» f _ libc_csu_init
> § _fini
> F _init
> % _ITM_deregisterTMCloneTable
> F _ITM_registerTMCloneTable
» f start
> f deregister_tm_clones
O ; frame_dummy
» f FUN_00101020
» ¥ main
> § register_tm_clones
> @ Labels
> [CI3 Classes
> [C=f} Namespaces
Filter: =)
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2-2-9. EARICETEVTILER, AICEIVNTILERIRTIEINDS

[ ] [ ] CodeBrowser: test:/hello
. File Edit Analysis Graph Navigation Search Select Tools Window Help

H &= BPREEPD JIDULFEYE- @@ oo VvEREIOBDGL.0BSHES @

ETMS g™ x i 5] B |%— B @ El- x Decompile: maif (hello) S B & @ x
THUITR GNUET LTEU 1T Gie_ iy |7 n
Thunked-Function: register_tm_clones N 1 N
v b,he“_oh;; undefined ALs1 RETURS g undefined8 main(void)
data f rame_dummy XREF[3]: 4 lq
.got 5| puts("Hello World!");
.dynamic 00101140 3 Of le fa  ENDBRG4 o[, e e
fini_array 00101144 9 77 ff IMp register_tm_clones - M
Linit_array f ff
.eh_frame
[FA ak frame hedre
B R R e ] l
+ FUNCTION -
_ A A A A A A A A A A A A A A AR} I
undefined main()
[HSymbol Tree g B X undefined AL:1 <RETURN>
» §F _libc_esu_init main XREF[4] :
» § _fini
» § _init
» F _ITM_deregisterT™ T 20101149 f3 of le fa ENDBRE4
» ¥ _ITM_registerTMClc 0010114d 55 PUSH RBP
» § _start 2010114e 48 89 e5 MOV RBP, RSP
» § deregister_tm_clon 00101151 48 8d 3d LEA RDT, [s_Hello_World!_00102004) I
» ¥ frame_dummy ac e 00 00
» § FUN_00101020 00101158 e8 3 fe CALL <EXTERNAL=>: :puts
» § ff ff
~ & 2018115d b8 @9 6@ MOV EAX, Bx8
00 @0
Filter: Q 20101162 5d POP RBP
90101163 <3 RET
) 00101164 66 I 66h f
EiData Type Manager ~ X 00101165 2¢ ” 2€h .
- e (N 08101166 0f 7 oFh
20101167 1f 7 1Fh
20101168 B4 7 B84h
L5 Data Types aA1a1160 Ao 27 nah
» i BuilinTypes
» Bohello @ ¢ x
» i generic_clib_64
Filter: &2
@| |o0101149 | main | ENDEBRG4 |_
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3. " BREDNRIADKRTZHRI S

[ oK ] CodeBrowser: test:/hello
File Edit Analysis Graph Navigation Search Select Tools Window Help

H & =- PREFED JIDULFRVYBEB: @ oo VvEISEDG.LOBOOF- @

B e 1™ | 6 7 @ O x| NETINMETTT S % O & X
R GTGET TG T A G 1
Thunked-Function: register_tm_clones N N N
v @“,ab” undefined Al <F\ETLJ;?\|> § undefined8 main{void)
doma frame_dummy XREF[3] : 4
.got 5 puts("Hello World!");
.dynamic 00101140 3 Of 1e fa  ENDBR64 g return 0;
fini_array 00101144 €9 77 f MP register_tm_clones = o
.init_array T ff
.eh_frame
AT
[ |
Program Tree = . e i
undefined main()
MI Tree ®i® X undefined AL:1 <RETURN>
» § _libc_csu_init main XREF [4] :
» § _fini
» § Cinit
» % m_deregistertm g || T 20101149 f3 Of le fa  ENDBRG64
» ¥ _ITM_registerTMClc @010114d 55 PUSH RBP
» § san 0010114e 48 BY e5 MoV RBP, RSP
» § deregister_tm_clon 00101151 48 8d 3d LEA A1, [s_Hello_World!_e@102004] I
» ¥ frame_dummy ac be 00 @0
» § FUN_00101020 00101158 €8 13 fe CALL <EXTERNAL>: : puts
> f ff
- . 0010115d b8 00 00 MoV EAX, 00
0 00
Filter: 2 00101162 5d POP RBP
00101163 3 RET
= 00101164 66 7 66h
EDData Type Manager_~ X 00101165 2e 7 ‘N
- 2 K[ 00101166 0F 7 aFh
00101167 1f 27 1Fh
00101168 84 7 84h
% Data Types AMATIRD 00 72 aah
» # BuilinTypes
» [ ohello B g x
» @ generic_clib_64 -
Filter: &2
@| |o0101149 | main | ENDBRE4 |—
T —
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3. " BREDNRIADKRTZHRI S

e e CodeBrowser: test:/hello
File Edit Analysis Graph Navigation Search Select Tools Window Help
H & =- BPRPFER JIDULFEYEBE:- 42 o VEYEDGLO0BS I3~ @

immTre!s o™ x ’ﬁ_ 8] ’K % ” ﬁ Decompile: main - (hella)
TR GTGE T e T T GOy 1T
[y G halla B Thunked-Function: register_tm_clones N
v helle =t f
& bes undetined AL:L <RETURN undefineds waln(vold)
. frame_dummy XREF[3]:
data {
.got puts("Hello World!");
-dynamic 80101140 3 @f le fa  ENDBR64 return 8;
fini_array 00101144 e9 77 ff Jmp register_tm_clones
JInit_array ff ff
.eh_frame
P S
A ——————— |
* FUNCTION =
undefined main()
Tree undefined AL:1 <RETURN>
L libe_csu_init main XREF [4] :
» F fini
» f_init |
- ¥ _ITM_deregisterTM T 20101149 3 of 1e fa ENDBR64
> ¥ _ITM_registerTMClc 8010114d 55 PUSH RBP
» § start 8010114 48 89 e5 MoV RBP, RSP
» § deregister_tm_clor 009191151 48 8d 3d LEA RDI, [s_Hello_World!_28102004] I
» ¥ frame_dummy ac @e 80 00
» § FUN_00101020 80101158 e8 f3 fe CALL <EXTERNAL>: : puts
> f 1 ff
= . 0012115d be @@ @@ MOV EAX, @%@
00 00
Filter: & 00101162 5d POP REP
— 08101163 3 RET
80101164 66 ki 66h  f
e banzger - x 00101165 2e 7 %0 .
==t Wk 00101166 0F ” oFh
= 20101167 1f 7 1Fh
00191168 B4 7 84h
8 Data Types 6a181140 Ba 27 Bk
» § BuilinTypes
> Bout = Console-Seriptng YA
» § generic_clib_64 =
Filter: &
@ 00101149 main ENDBR64 [
S —
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3. " BADNXILADRTZHRIT S
puts ("Hello World!"); Pab ok aRdRE & 41k IO Fdiar 7

Decompile: main - (hello) % W B X

undefined8 main(void)

{
puts("Hello World!");
return 0;

~SN o kAR WN R

}
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mEEQDI—I

x86-64DLinuxE{TIEIEZHEL, GDBtPedaZz1r>X+—=JLL, BE
FTOLSBEEPRTINDS

ki@cloudshell:
1d!
ki@cloudshell:

Copyright

Licens

This is free softwa

There is NO WARRANTY, t

Type "show copying” anc

This GDB was configured as
iguration”

ware Foundation, Inc.

3 or later <http://gnu.org/licenses/gpl.html>
you are free to change and redistribute it.
e

www . gnu .

Find the GDB manual and
<http://www.gnu. org.

For help, type "help"

Type "apropos word search for

Reading symbols from

(No debugging symbols found in

endbré4)

("/home/akm_hiroki/hello™)
(<__libc_csu_init
(<_1ibc_csu_init:

push  rbp)

endbré4)

main>:
<maint+4>:

rdi, [rip+0xeac] # 0x555555556004

0x0

0000
000

(<main>
(<init_c:

00561
Legend:

Temporary breakpoint 1,
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FERQDFIE

1. Google CloudShell(x86-64DLinuxER{TIRIR)ZHET S
2. Pedadty b7 v 7
3..BEDT 71 ILZEFHRMHIAL

Reversing:&®: 20255 FEai#{E&E#l - SECCON Beginners CTFHIER

48



2. Google CloudShellz RT3

Google Cloud Shell(EH ) ZFIBAL X7
FRCTRIEZAETE3HA13Cloud ShellTHLSTHRWT T,
7 5% Thttps://cloud.google.com/shellZfE&, TaAYVY—-IZRH<1 Z9VvILET

o clou gle Cloud +

< C @ cloud.google.com/shell7hi=ja xan v A0 :

Google Cloud  #8 vua-+=i>  Q B FEaxvh wf—k @ BAE~ O V- i @

Cloud Shell BEVWEbtE R TR

YZ2ho 7 FUNY—DIIARYIVRCOVWTDOTERZEEAE <2 W\, 2022 £ State of DevOps P> — b IT B A2 S LN,

Cloud Shell

TI20HEEST AVITIZRAMIIFRERET TV a3 VARDTER
ED

ZO7OY7hORFa XV EERB,

d 5S4 MBARR FTNE
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https://cloud.google.com/shell

BHOF+ATI—IFIOEBZFLEET

O Cloud Shell | Google Cloud x Il ¥wzafi—F-Cloud m8E - X + 4

C @ console.cloud.google.com/projectselector2/home, board?clol ja&_ga=2.209854101.1659789285.1663485533-324354052.1663246812&supportedpurview=proj... @ M v A O @ :

= GoogleCloud FoOv:zshoER v

§yyak—R

O OR—IERRTBICE. FOVIIFEBRLTIIES W, 70317 h%EERk

CLOUD SHELL

F—IF), NERLTLET. X + - £ IT4FER< @ = ¢ B X
BEDDEE © CloudShell ¥& > 70V 3=y dLTWET
ER(C [google-cloud-shell] % Z'ff{F L. Cloud Shell Cloud Shell f Y2 VA CHEHE UL TWET

F—I &, Stack Overflow OFEENAIZ 2 =250 X
vI—ICAEEZRHET,
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R—=FIIDEEIL, x86-64DLINUXEFTERIEEFEZIZ3LSOIcEDET

Reversing

D Cloud Shell | Google Cloud X N #wzaf—F-Cloud msE X + v

C @ console.cloud.google.com/projectselector2/home/dashboard?cloudshell=true&hi=jad_ga=2.209854101.1659789285.1663486633-324354052.16632468128sUpportedpurview=proj.. @ ¢ # &A O @ :

= GoogleCloud FoOv:zshoER v

§y v aR— R

O COR—IEXRRTBICR. 7OV I REBRLTIES WD, 70317 k&R

CLOUD SHELL

o T3 : -~

= g—=F)L cloudshell X —+ = £ TT15ERS S B8 B ¢ B ox
Welcome to Cloud Shell! Type "help" to get started.

To set your Cloud Platform project in this session use “gcloud config set project [PROJECT_ ID]”

akm_hiroki@cloudshell:~$ ||
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2. Pedaddtzy b7 w7
https://github.com/longld/peda DERICE>TUTD2DODIAT YV FZEITLET

$ git clone https://github.com/n@led/peda.git ~/peda
$ python3 -m pip install -U -r ~/peda/requirements.txt

$ echo "source ~/peda/peda.py" >> ~/.gdbinit
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https://github.com/longld/peda

3. EED T 7AINZFHHAD

PAAY > FTEED 7 7ALezdovO0—FL, B2V > FTERTERZ(HE5 L TRITL,

Hello World! pE-tilc R (E-Ful k. - AUE 2 28

$ wget https://github.com/hi120ki/ctf4b-2022-testbin/raw/main/hello
$ chmod +x hello

$ ./hello
Hello World!
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3. IBED 7 71 I EHMHAL

ETDE, FE OV FZR1TL, GDBZEHLI-H BRIV FZRITLUTOL S LE
EOFRFRINNITEFINERFARRETTY

$ gdb hello
gdb-peda$ start

Reversing:g®: 2025F Fr#{wE#l - SECCON Beginners CTFIE R

54



